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layd
m letc/relayd.conf
parent

configure

- 0"6+B%

II relay
TCP/UDP/TLS/SSL

TCP/UDP (L3 routing)

pfe

tables, routes

n
T

! 'health

I
’ ; Ichecks
4 1

redirect
¢ 1,
(rdr-to), KA A
/]
route V %
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direct server relay
return (DSR) (connect)
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http protocol httpfilter {
return error
label "Get back to work!"
request url filter "facebook.com/"
ssl ca key "/etc/ssl/private/ca.key" \
password "humppa"
ssl ca cert "/etc/ssl/ca.crt”
}
relay ssimitm {
listen on 127.0.0.1 port 8443 ssl
protocol httpfilter
forward with ssl to destination
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bzero(&sp, sizeof(sp));
sp.sp_fd = fd2;
sp.sp_max = content_length;

sp.sp_idle = timeout;
If (setsockopt(fdl, SOL SOCKET,

SO _SPLICE, &sp, sizeof(sp)) == -1)
return (-1);
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# Add X-Forwarded-For header (load balancer)

match request header append "X-Forwarded-For" value \
"$REMOTE_ADDR"

# Simple URL Filter

block client in url " www.example.com /" tag "URL filtered!"

pass client in from 10.0.0.1 url " www.example.com /"

# Lists

match response tag "Instant messenger disallowed!"

block response header "Content-Type" value {
"application/x-msn-messenger"”, "AIM/HTTP" }

# Alternate relay targets

match request path "/images" relay-to 10.1.1.1

match request path "/videos" relay-to <otherhosts>
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